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SUMMARY: The Securities and Exchange Commission (“Commission”) is proposing rules to
enhance and standardize disclosures regarding cybersecurity risk management, strategy,
governance, and cybersecurity incident reporting by public companies that are subject to the
reporting requirements of the Securities Exchange Act of 1934. Specifically, we are proposing
amendments to require current reporting about material cybersecurity incidents. We are also
proposing to require periodic disclosures about a registrant’s policies and procedures to identify
and manage cybersecurity risks, management’s role in implementing cybersecurity policies and
procedures, and the board of directors’ cybersecurity expertise, if any, and its oversight of
cybersecurity risk. Additionally, the proposed rules would require registrants to provide updates
about previously reported cybersecurity incidents in their periodic reports. Further, the proposed
rules would require the cybersecurity disclosures to be presented in Inline eXtensible
Business Reporting Language (“Inline XBRL”). The proposed amendments are intended to
better inform investors about a registrant’s risk management, strategy, and governance and to
provide timely notification of material cybersecurity incidents.

DATES: Comments should be received on or before May 9, 2022.



ADDRESSES: Comments may be submitted by any of the following methods:

Electronic comments:

e Use the Commission’s Internet comment form

(https://www.sec.gov/rules/submitcomments.htm).

e Send an email to rule-comment@sec.gov. Please include File Number S7-09-22 on the
subject line; or

Paper comments:

e Send paper comments to Vanessa A. Countryman, Secretary, Securities and Exchange

Commission, 100 F Street NE, Washington, DC 20549-1090.

All submissions should refer to File Number S7-09-22. This file number should be
included on the subject line if email is used. To help the Commission process and review your
comments more efficiently, please use only one method of submission. The Commission will
post all comments on the Commission’s website (https://www.sec.gov/rules/proposed.shtml).
Comments also are available for website viewing and printing in the Commission’s Public
Reference Room, 100 F Street NE, Washington, DC 20549, on official business days between
the hours of 10 a.m. and 3 p.m. Operating conditions may limit access to the Commission’s
public reference room. All comments received will be posted without change. Persons
submitting comments are cautioned that we do not redact or edit personal identifying information
from comment submissions. You should submit only information that you wish to make
available publicly.

Studies, memoranda, or other substantive items may be added by the Commission or staff
to the comment file during this rulemaking. A notification of the inclusion in the comment file

of any such materials will be made available on our website. To ensure direct electronic receipt



of such notifications, sign up through the “Stay Connected” option at www.sec.gov to receive

notifications by email.

FOR FURTHER INFORMATION CONTACT: Ian Greber-Raines, Special Counsel, Office

of Rulemaking, at (202) 551-3460, Division of Corporation Finance; and, with respect to the

application of the proposal to business development companies, David Joire, Senior Special

Counsel, at (202) 551-6825 or IMOCC@sec.gov, Chief Counsel’s Office, Division of

Investment Management, U.S. Securities and Exchange Commission, 100 F Street NE,

Washington, DC 20549.
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BACKGROUND

Public company investors and other participants in the capital markets depend on

companies’ use of secure and reliable information systems to conduct their businesses. A



significant and increasing amount of the world’s economic activities occurs through digital

technology and electronic communications.® In today’s digitally connected world, cybersecurity

threats and incidents pose an ongoing and escalating risk to public companies, investors, and

market participants.* Cybersecurity risks have increased for a variety of reasons, including the

digitalization of registrants’ operations;° the prevalence of remote work, which has become even

more widespread because of the COVID-19 pandemic;° the ability of cyber-criminals to

3

4

5

6

Bhaskar Chakravorti, Ajay Bhalla, & Ravi Shankar Chaturvedi, Which Economies Showed the Most Digital
Progress in 20207, HARV. BUS. REV. (Dec. 18, 2020), available at https://hbr.org/2020/12/which-economies-
showed-the-most-digital-progress-in-2020. See Percentage of Business Conducted Online, IBISWORLD,
https://www.ibisworld.com/us/bed/percentage-of-business-conducted-online/88090/ (last updated Jan. 13, 2022).
See also U.S. Department of Commerce, Bureau of Economic Analysis, Updated Digital Economy Estimates-June
2021, available at

https://www.bea.gov/system/files/202 106/DE%20June%20202 1%20update%20for%20web%20v3.pdf (“The
digital economy accounted for 9.6 percent ($2,051.6 billion) of current-dollar gross domestic product ($21,433.2
billion) in 2019, according to new estimates from BEA. When compared with traditional U.S. industries or
sectors, the digital economy ranked just below the manufacturing sector[.]”).

See Steve Morgan, Cybercrime to Cost The World $10.5 Trillion Annually By 2025, CYBERCRIME MAGAZINE,
(Nov. 13, 2020), available at https://cybersecurityventures.com/cybercrime-damage-costs-10-trillion-by-2025/;
Matt Powell, /1 Eye Opening Cyber Security Statistics for 2019, CPO MAGAZINE (June 25, 2019) available at
https://www.cpomagazine.com/tech/1 1-eye-opening-cyber-security-statistics-for-2019/ (The largest cybersecurity
incidents involving public companies took place in the last ten years.); see Michael Hill and Dan Swinhoe, CSO,
The 15 biggest data breaches of the 21*' century, available at https://www.csoonline.com/article/2130877/the-
biggest-data-breaches-of-the-2 1 st-century.html; see e.g., Commission Statement and Guidance on Public
Company Cybersecurity Disclosures (“2018 Interpretive Release”), Release No. 33-10459 (Feb. 26, 2018) No. 33-
10459 (Feb. 21, 2018) [83 FR 8166 Feb. 26, 2018], available at https://www.sec.gov/rules/interp/2018/33-
10459.pdf (“Companies today rely on digital technology to conduct their business operations and engage with
their customers, business partners, and other constituencies. In a digitally connected world, cybersecurity presents
ongoing risks and threats to our capital markets and to companies operating in all industries, including public
companies regulated by the Commission.”).

See The US Digital Trust Insights Snapshot, PWC RESEARCH (June 2021), available at
https://www.pwc.com/us/en/services/consulting/cybersecurity-risk-regulatory/library/202 1 -digital-trust-
insights/cyber-threat-landscape.html.

See Stephen Klemash and Jamie Smith, What companies are disclosing about cybersecurity risk and oversight,
EY (Aug. 10, 2020), available at https://www.ey.com/en_us/board-matters/what-companies-are-disclosing-about-
cybersecurity-risk-and-oversight (noting “[w]ith the COVID-19-driven accelerated shift to digital business and
massive, potentially permanent shifts to remote working, including virtual board and executive management
meetings, cybersecurity risks are exponentially greater.”). See Navigating Cyber 2021, FS-ISAC, available at
https://www.fsisac.com/navigatingcyber2021-report. See also Vikki Davis, Combating the cybersecurity risks of
working home, CYBER MAGAZINE (Dec. 2, 2021), available at https://cybermagazine.com/cyber-
security/combating-cybersecurity-risks-working-home. See also Dave Burg, Mike Maddison, & Richard Watson,
Cybersecurity: How do you rise above the waves of a perfect storm?, THE EY GLOB. INFO. SEC. SURVEY
(July 22, 2021), available at https://www.ey.com/en_us/cybersecurity/cybersecurity-how-do-you-rise-above-the-
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monetize cybersecurity incidents, such as through ransomware, black markets for stolen data,
and the use of crypto-assets for such transactions;’ the growth of digital payments;® and
increasing company reliance on third party service providers for information technology
services, including cloud computing technology.’ In particular, cybersecurity incidents

involving third party service provider vulnerabilities are becoming more frequent. '°

waves-of-a-perfect-storm (in a survey of 1,000 senior cybersecurity leaders, the results indicated that 81% of
those surveyed said that COVID-19 forced organizations to bypass cybersecurity processes.).

" See Combating Ransomware: A Comprehensive Framework For Action: Key Recommendations from the
Ransomware Task Force, INST. FOR SEC. & TECH. (Apr. 2021), available at
https://securityandtechnology.org/ransomwaretaskforce/report (“The explosion of ransomware as a lucrative
criminal enterprise has been closely tied to the rise of Bitcoin and other cryptocurrencies, which use distributed
ledgers, such as blockchain, to track transactions.”); see James Lewis, Economic Impact of Cybercrime — No
Slowing Down, P. 4, CSIS (Feb. 2018) (“Monetization of stolen data, which has always been a problem for
cybercriminals, seems to have become less difficult because of improvements in cybercrime black markets and
the use of digital currencies.”). But see Avivah Litan, Gartner Predicts Criminal Cryptocurrency Transactions
Will Drop by 30% by 2024, GARTNER (Jan. 14, 2022) available at https://www.gartner.com/en/articles/gartner-
predicts-criminal-cryptocurrency-transactions-will-drop-by-30-by-2024 (predicting that successful ransomware
payments will drop in the near future because of a number of developments including the transparency behind the
blockchain platforms that crypto tokens use). See also Jeff Benson, Biden Administration Seeks to Expand Crypto
Tracking to Fight Ransomware, DECRYPT, available at https://decrypt.co/72582/biden-administration-seeks-
expand-crypto-tracking-fight-ransomware (noting that law enforcement agencies are putting additional resources
into crypto-asset tracking as “the overwhelming majority of ransomware attackers demand Bitcoin.”).

Sumathi Bala, Rise in online payments spurs questions over cybersecurity and privacy, CNBC (July 1, 2021),
available at https://www.cnbc.com/2021/07/01/new-digital-payments-spur-questions-over-consumer-privacy-
security-.html (“Threats over cyber security have become a growing concern as more people turn to online
payments.”). See also Vaibhav Goel, Deepa Mahajan, Marie-Claude Nadeau, Owen Sperling, & Stephanie Yeh,
New trends in US consumer digital payments, MCKINSEY & COMPANY (Oct. 2021), available at

https://www.mckinsey.com/industries/financial-services/our-insights/banking-matters/new-trends-in-us-
consumer-digital-payments.

9 See The Cost of Third-Party Cybersecurity Risk Management, PONEMON INSTITUTE LLC (Mar. 2019), available at
https://info.cybergrx.com/ponemon-report (“Third-party breaches remain a dominant security challenge for
organizations, with over 63% of breaches linked to a third party.”); See Digital Transformation & Cyber Risk:
What You Need to Know Stay Safe, PONEMON SULLIVAN PRIVACY REPORT (June 2020), available at
https://ponemonsullivanreport.com/2020/07/digital-transformation-cyber-risk-what-you-need-to-know-to-stay-
safe/ (although companies are increasingly reliant on third parties, “63% of respondents say their organizations
have difficulty ensuring there is a secure cloud environment.”). See, e.g., Cost of Data Breach Report 2021, IBM
(July 2021), available at https://www.ibm.com/security/data-breach (finding 15% of the initial cybersecurity
attack vectors were caused by cloud misconfiguration).

10 See Data Risk in the Third-Party Ecosystem: Second Annual Study, PONEMON INSTITUTE LLC (Sept. 2017)
available at
https://insidecybersecurity.com/sites/insidecybersecurity.com/files/documents/sep2017/cs2017_0340.pdf (noting
that “Data breaches caused by third parties are on the rise.”). See e.g., The Cost of Third Party Cybersecurity
Risk Management, PONEMON INSTITUTE LLC (Mar. 2019), available at
https://www.cybergrx.com/resources/research-and-insights/ebooks-and-reports/the-cost-of-third-party-
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Additionally, cyber criminals are using increasingly sophisticated methods to execute their
attacks.!!

With an increase in the prevalence of cybersecurity incidents, there is an increased risk of
the effect of cybersecurity incidents on the economy and registrants. Large scale cybersecurity
attacks can have systemic effects on the economy as a whole, including serious effects on critical
infrastructure and national security.'?> Public companies of all sizes and operating in all
industries are susceptible to cybersecurity incidents that can stem from intentional or
unintentional acts.!* Additionally, senior management and boards of directors of public
companies have become increasingly concerned about cybersecurity threats.'* In a 2019 survey,

(133

chief executive officers of the largest 200 global companies rated “‘national and corporate

cybersecurity-risk-management (“Over 53% of respondents have experienced a third-party data breach in the
past 2 years at an average cost of $7.5 million.”).

1 See Cybersecurity: How do you rise above the waves of a perfect storm?, supra note 6.

12 See Cyber-Risk Oversight 2020, Key Principles and Practical Guidance for Corporate Boards (2020), NACD,
available at http://isalliance.org/wp-content/uploads/2020/02/RD-3-
2020 _NACD_Cyber Handbook WEB 022020.pdf (“According to the Global Risks Report 2019, business
leaders in advanced economies rank cyberattacks among their top concerns. A serious attack can destroy not
only a company’s financial health but also have systemic effects causing harm to the economy as a whole and
even national security.”). See also The Cost of Malicious Cyber Activity to the U.S. Economy (Feb. 16, 2018),
WHITE H. COUNCIL OF ECON. ADVISERS, available at https://trumpwhitehouse.archives.gov/wp-
content/uploads/2018/02/The-Cost-of-Malicious-Cyber-Activity-to-the-U.S.-Economy.pdf (“An attack have
significant spillover effects to corporate partners, customers, and suppliers.”) and Testimony of Robert Kolasky,
Director, National Risk Management Center, Cybersecurity and Infrastructure Security Agency (CISA),
Securing U.S. Surface Transportation from Cyber Attacks, U.S. House of Representatives, Committee on
Homeland Security (Feb. 26, 2019), available at
https://www.congress.gov/116/meeting/house/10893 1/witnesses/HHRG-116-HM07-Wstate-KolaskyB-
20190226.pdf. See also Exec. Order No. 14028, Improving the Nation’s Cybersecurity, (May 12, 2021), 86 FR
26633, available at https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-
on-improving-the-nations-cybersecurity.

13 See Economic Report of the President: Together with The Annual Report of the Council of Economic Advisers,
(Mar. 2019), available at https://www.govinfo.gov/content/pkg/ERP-2019/pdf/ERP-2019.pdf (“Drawing on new
data, we document that cyber vulnerabilities are quite prevalent—even in Fortune 500 companies with
significant resources at their disposal.”).

4 NACD, Cyber-Risk Oversight2020, Key Principles and Practical Guidance for Corporate Boards, supra note 12.
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cybersecurity’ as the number one threat to business growth and the international economy in the

next 5 or 10 years.

»15

The cost to companies and their investors of cybersecurity incidents is rising and doing so

at an increasing rate.'® The types of costs and adverse consequences that companies may incur

or experience as a result of a cybersecurity incident include the following: !’

Costs due to business interruption, decreases in production, and delays in product
launches;

Payments to meet ransom and other extortion demands;

Remediation costs, such as liability for stolen assets or information, repairs of system
damage, and incentives to customers or business partners in an effort to maintain
relationships after an attack;

Increased cybersecurity protection costs, which may include increased insurance
premiums and the costs of making organizational changes, deploying additional
personnel and protection technologies, training employees, and engaging third-party
experts and consultants;

Lost revenues resulting from intellectual property theft and the unauthorized use of
proprietary information or the failure to retain or attract customers following an

attack;

15 See EY CEO Imperative Study 2019, July 2019, available at https://assets.ey.com/content/dam/ey-sites/ey-
com/en_gl/topics/growth/ey-ceo-imperative-exec-summ-single-spread-final.pdf.

16 See Cost of Data Breach Report 2021, 1BM SECURITY (July 2021), available at
https://www.ibm.com/security/data-breach (“The average total cost of a data breach increased by nearly 10%

year over year, the largest single year cost increase in the last seven years.”).

17 See e.g., 2018 Interpretive Release; and Shinichi Kamiya, Jun-Koo Kang, Jungmin Kim, Andreas Milidonis, &
Rene M. Stulz, Risk management, firm reputation, and the impact of successful cyberattacks on target firms, 139
J. OF FIN. ECON. at 747, 749 (2021).
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e Litigation and legal risks, including regulatory actions by state and federal

governmental authorities and non-U.S. authorities;

e Harm to employees and customers, violation of privacy laws, and reputational

damage that adversely affects customer or investor confidence; and

e Damage to the company’s competitiveness, stock price, and long-term shareholder

value.

As indicated by the examples enumerated above, the potential costs and damage that can
stem from a material cybersecurity incident are extensive. Many smaller companies have been
targets of cybersecurity attacks so severe that the companies have gone out of business as a
result.!® These direct and indirect financial costs can negatively impact stock prices,'” as well as
short-term and long-term shareholder value. To mitigate the potential costs and damage that can
result from a material cybersecurity incident, management and boards of directors may establish
and maintain effective risk management strategies to address cybersecurity risks.2

Recent research suggests that cybersecurity is among the most critical governance-related

issues for investors, especially U.S. investors.?! Some investors have been seeking information

18 See Testimony of Dr. Jane LeClair, Chief Operating Officer, National Cybersecurity Institute at Excelsior
College, before the U.S. House of Representatives Committee on Small Business (Apr. 22, 2015), available
at http://docs.house.gov/meetings/SM/SM00/20150422/103276/HHRG-114-SM00-20150422-SD003-U4.pdf
(“Fifty percent of [small businesses] SMB’s have been the victims of cyber attack and over 60 percent of those
attacked go out of business. Often SMB’s do not even know they have been attacked until it is too late.”).

19" See infra note 101, section IIL.A.

20 See NACD, Cyber-Risk Oversight2020, Key Principles and Practical Guidance for Corporate Boards, supra
note 12.

2L 2019 Responsible Investing Survey Key Findings, RBC GLOB. ASSET MGMT. (2019), available at
https.//global.rbegam.com/sitefiles/live/documents/pdf/rbc-gam-responsible-investing-survey-key-findings-
2019.pdf. This was a study developed by RBC Global Asset Management and BlueBay Asset Management LLP
and distributed to a range of constituencies including institutional asset owners, consultants, clients, P&I
Research Advisory Panel members, and members of the Pensions & Investment database. Study participants
included individuals in Canada, Europe, Asia, and the United States. Two thirds of all respondents identified
cybersecurity as an issue they were concerned about. The percentages were higher for the U.S., where out of all
the environmental, social, and governance (“ESG”) issues, the highest percentage of respondents ranked
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regarding registrants’ cybersecurity risk management, strategy, and governance practices,*? and
there is evidence that the disclosure of cybersecurity incidents can affect both a registrant’s
reputation and its share price.?> There may also be a positive correlation between a registrant’s
stock price and investments in certain cybersecurity technology.?* Thus, whether and how a
registrant is managing cybersecurity risks could impact an investor’s return on investment and
would be decision-useful information in an investor’s investment or considerations.

We believe investors would benefit from more timely and consistent disclosure about
material cybersecurity incidents, because of the potential impact that such incidents can have on
the financial performance or position of a registrant. We also believe that investors would
benefit from greater availability and comparability of disclosure by public companies across
industries regarding their cybersecurity risk management, strategy, and governance practices in
order to better assess whether and how companies are managing cybersecurity risks. The

proposal reflects these policy goals.

cybersecurity as the most concerning issue. See also J.P. Morgan Global Research, Why is Cybersecurity
Important to ESG Frameworks?, ].P. MORGAN GLOB. RSCH. (Aug. 19, 2021), available at
https://www.jpmorgan.com/insights/research/why-is-cybersecurity-important-to-esg. See also Cyber security:
Don'’t report on ESG without it (2021), KPMG, available at https://advisory.kpmg.us/articles/202 1 /cyber-security-
report-on-esg.html.

22 See Harvard Law School Forum on Corporate Governance Blog, posted by Steve W. Klemash, Jamie C. Smith,

and Chuck Seets, What Companies are Disclosing About Cybersecurity Risk and Oversight, (posted Aug. 25,
2020) available at https://corpgov.law.harvard.edu/2020/08/25/what-companies-are-disclosing-about-
cybersecurity-risk-and-oversight (“Because the threat of a breach cannot be eliminated, some investors stressed
that they are particularly interested in resiliency, including how (and how quickly) companies are detecting and
mitigating cybersecurity incidents. Some are asking their portfolio companies about specific cybersecurity
practices, such as whether the company has had an independent assessment of its cybersecurity program, and
some are increasingly focusing on data privacy and whether companies are adequately identifying and addressing
related consumer concerns and expanding regulatory requirements.”).

23 See Shinichi Kamiya, Jun-Koo Kang, Jungmin Kim, Andreas Milidonis, & Rene M. Stulz, Risk management,

firm reputation, and the impact of successful cyberattacks on target firms, 139 J. OF FIN. ECON. at 747, 749
(2021); Georgios Spanos, and Lefteris Angelis, The Impact of Information Security Events to the Stock Market:
A Systematic Literature Review, 58 COMPUT. & SEC. at 216, 226 (2016) (“Respectively, negative information
security events, as the security breaches, have a negative impact to the stock price of the breached firms in the
majority of the studies.”).

2 Id.
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Specifically, in this release, we are proposing to amend Form 8-K to require current
disclosure of material cybersecurity incidents. We are also proposing to add new Item 106 of
Regulation S-K that would require a registrant to: (1) provide updated disclosure in periodic
reports about previously reported cybersecurity incidents; (2) describe its policies and
procedures, if any, for the identification and management of risks from cybersecurity threats,
including whether the registrant considers cybersecurity risks as part of its business strategy,
financial planning, and capital allocation; and (3) require disclosure about the board’s oversight
of cybersecurity risk, management’s role in assessing and managing such risk, management’s
cybersecurity expertise, and management’s role in implementing the registrant’s cybersecurity
policies, procedures, and strategies. We also are proposing to amend Item 407 of Regulation S-
K to require disclosure of whether any member of the registrant’s board has expertise in
cybersecurity, and if so, the nature of such expertise.?’

A. Existing Regulatory Framework and Interpretive Guidance Regarding
Cybersecurity Disclosure

Although there are no disclosure requirements in Regulation S-K or S-X that explicitly
refer to cybersecurity risks or incidents, in light of the increasing significance of cybersecurity
incidents, over the past decade the Commission and staff have issued interpretive guidance
concerning the application of existing disclosure and other requirements under the federal
securities laws to cybersecurity risks and incidents. In 2011, the Division of Corporation

Finance issued interpretive guidance (“2011 Staff Guidance”), providing the Division’s views

25 Proposed Item 407(j) of Regulation S-K.
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concerning operating companies’ disclosure obligations relating to cybersecurity risks and
incidents.?¢

In 2018, recognizing the “the frequency, magnitude and cost of cybersecurity incidents,”
and the need for investors to be informed about material cybersecurity risks and incidents in a
timely manner, the Commission issued interpretive guidance (“2018 Interpretive Release”) to
assist operating companies in determining when they may be required to disclose information
regarding cybersecurity risks and incidents under existing disclosure rules.?’” The 2018
Interpretive Release reinforced and expanded upon the 2011 Staff Guidance and also addressed
the importance of cybersecurity policies and procedures, as well as the application of insider
trading prohibitions in the context of cybersecurity.

Specifically, the 2018 Interpretive Release stated that companies should consider the
materiality of cybersecurity risks and incidents when preparing the disclosure required in
registration statements under the Securities Act and Exchange Act, as well as in periodic and

current reports under the Exchange Act. The 2018 Interpretive Release identified the following

26 See CF Disclosure Guidance: Topic No. 2- Cybersecurity (Oct. 13, 2011), available at
https://www.sec.gov/divisions/corpfin/guidance/cfguidance-topic2.htm.

27 See Commission Statement and Guidance on Public Company Cybersecurity Disclosures, Release No. 33-10459
(Feb. 26, 2018) No. 33-10459 (Feb. 21, 2018) [83 FR 8166], available at
https://www.sec.gov/rules/interp/2018/33-10459.pdf. In 2018, the Commission also issued a Report of
Investigation pursuant to Section 21(a) of the Exchange Act regarding certain cyber-related frauds perpetrated
against public companies and related internal accounting controls requirements. The report cautioned that public
companies subject to the internal accounting controls requirements of Exchange Act Section 13(b)(2)(B) should
consider cyber threats when implementing their internal accounting controls. The report is based on SEC
Enforcement Division investigations that focused on business email compromises in which perpetrators posed as
company executives or vendors and used emails to dupe company personnel into sending large sums to bank
accounts controlled by the perpetrators. See Report of Investigation Pursuant to 21(a) of the Securities Exchange
Act of 1934 Regarding Certain Cyber-Related Frauds Perpetrated Against Public Companies and Related
Internal Accounting Controls Requirements, SEC Release No. 34-84429 (Oct. 16, 2018).
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existing provisions in Regulations S-K and S-X that may require disclosure about cybersecurity

risks, governance, and incidents:?®

Item 105 of Regulation S-K (Risk Factors)?® — the 2018 Interpretive Release sets
forth issues for companies to consider in evaluating the need for cybersecurity risk
factor disclosure, including risks arising in connection with acquisitions.

Item 303 of Regulation S-K (Management’s Discussion and Analysis of Financial
Condition and Results of Operations)>® — the 2018 Interpretive Release discusses how
the costs of ongoing cybersecurity efforts, the costs and other consequences of
cybersecurity incidents, and the risks of potential cybersecurity incidents, among
other matters, can inform a company’s management’s discussion and analysis. The
2018 Interpretive Release describes a wide array of potential costs that may be
associated with cybersecurity issues and incidents such as loss of intellectual property
and reputational harm.

Item 101 of Regulation S-K (Description of Business)?! — the 2018 Interpretive
Release notes that if cybersecurity incidents or risks materially affect a company’s

products, services, relationships with customers or suppliers, or competitive

conditions, the company must provide appropriate disclosure.

28 There are corresponding provisions in Form 20-F for foreign private issuers.

2 See also Item 3.D of Form 20-F. Please note that Risk Factors was designated as Regulation S-K Item 503 at the
time the 2018 Interpretive Release was issued.

30 See also Item 5 of Form 20-F.
31 See also Item 4.B of Form 20-F.
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e Item 103 of Regulation S-K (Legal Proceedings) — the 2018 Interpretive Release
explains that this item may require disclosure about material pending legal
proceedings that relate to cybersecurity issues.

e Item 407 of Regulation S-K (Corporate Governance)>? — the 2018 Interpretive
Release clarifies that a company must describe how the board administers its risk
oversight function to the extent that cybersecurity risks are material to a company’s
business, including a description of the nature of the board’s role in overseeing the
management of such risks.

e Regulation S-X Financial Disclosures — the 2018 Interpretive Release notes the
Commission’s expectation that a company would design its financial reporting and
control systems to provide reasonable assurance that information about the range and
magnitude of the financial impacts of a cybersecurity incident would be incorporated
into its financial statements on a timely basis as that information becomes available.

The 2018 Interpretive Release also addresses the importance of a company’s adoption of

disclosure controls and procedures that cause the company to appropriately record, process,
summarize, and report to investors material information related to cybersecurity risks and
incidents.® In addition, the 2018 Interpretive Release reminds companies, their directors,
officers, and other corporate insiders of the need to comply with insider trading laws in
connection with information about cybersecurity risks and incidents, including vulnerabilities

and breaches. The 2018 Interpretive Release further discusses disclosure obligations that

32 This disclosure also is required by Item 7 of Schedule 14A.

33 See supra note 4, 2018 Interpretive Release at 8167 (“Crucial to a public company’s ability to make any required
disclosure of cybersecurity risks and incidents in the appropriate timeframe are disclosure controls and
procedures that provide an appropriate method of discerning the impact that such matters may have on the
company and its business, financial condition, and results of operations, as well as a protocol to determine the
potential materiality of such risks and incidents.”).
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companies may have under 17 CFR 243 (“Regulation FD”) in connection with cybersecurity
matters. The guidance set forth in both the 2011 Staff Guidance and the 2018 Interpretive
Release would remain in place if the Commission adopts the proposed rule amendments
described in this release.

B. Current Disclosure Practices

The majority of registrants reporting material cybersecurity incidents do so in a Form 8-
K, press release, or periodic report. Although we are unable to determine the number of material
cybersecurity incidents that either are not being disclosed or not being disclosed in a timely
manner, the staff has observed certain cybersecurity incidents that were reported in the media but
that were not disclosed in a registrant’s filings. Further, the staff in the Division of Corporation
Finance’s review of Form 8-K filings, as well as Form 10-K and Form 20-F filings, has shown
that the nature of the cybersecurity incident disclosure varies widely. In these filings, companies
provide different levels of specificity regarding the cause, scope, impact, and materiality of
cybersecurity incidents. For example, some companies provide a materiality analysis, disclose
the estimated costs of an incident, discuss their engagement of cybersecurity professionals,
and/or explain the remedial steps they have taken or are taking in response to a cybersecurity
incident, while others do not provide such disclosure or provide much less detail in their
disclosure on these topics.

The staff has also observed that, while the majority of registrants that are disclosing
cybersecurity risks appear to be providing such disclosures in the risk factor section of their
annual reports on Form 10-K, the disclosures are sometimes blended with other unrelated
disclosures, which makes it more difficult for investors to locate, interpret, and analyze the
information provided. Further, the staff has observed a divergence in these disclosures by

industry and that, smaller reporting companies generally provide less cybersecurity disclosure as
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compared to larger registrants. One report noted a disconnect in which the industries
experiencing the most high profile cybersecurity incidents provided disclosure with the “least
amount of information.”** While cybersecurity risks and attacks may disproportionately affect
certain industries at different times and in different ways, cybersecurity risks and threats may be
dynamic; it is foreseeable and perhaps even predictable that malicious actors will adapt their
strategies and target companies in any industry where there are perceived vulnerabilities.
Registrants’ disclosures of both material cybersecurity incidents and cybersecurity risk
management and governance have improved since the issuance of the 2011 Staff Guidance and
the 2018 Interpretive Release.?® Yet, current reporting may contain insufficient detail®¢ and the
staff has observed that such reporting is inconsistent, may not be timely, and can be difficult to
locate. We believe that investors would benefit from enhanced disclosure about registrants’
cybersecurity incidents and cybersecurity risk management and governance practices, including
if the registrant’s board of directors has expertise in cybersecurity matters, and we are proposing

rule amendments to enhance disclosure in those areas.

3% Moody’s Investors Service, Research Announcement, “Cybersecurity disclosures vary greatly in high-risk
industries,” (Oct. 3, 2019), available at https://www.moodys.com/research/Moodys-Cybersecurity-disclosures-
vary-greatly-in-high-risk-industries--PBC_1196854.

35 Stephen Klemash and Jamie Smith, What companies are disclosing about cybersecurity risk and oversight, EY,

supra note 6 (EY researchers looked at cybersecurity-related disclosures in the proxy statements and Form 10-K
filings for the 76 “Fortune 100” companies that filed those documents from 2018 through May 31, 2020. Their
finding indicated that, “[m]any companies are enhancing their cybersecurity disclosures, with modest increases
across most of the disclosures tracked.”).

36 One report notes “the average public company’s cyber disclosure contains insufficient detail for investors looking

to evaluate its risk profile and to understand which remediation strategies, if any, it has implemented to control
for the identified risks.” NACD et al., The State of Cyber-Risk Disclosures of Public Companies at 3 (Mar.
2021) available at https://www.nacdonline.org/insights/publications.cfm?ItemNumber=71711. This same report
contends (and cites other sources that argue) that the 2018 Interpretive Release alone has not resulted in adequate
disclosures to investors. Id. at 4.
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We welcome feedback and encourage interested parties to submit comments on any or all
aspects of the proposed rule amendments. When commenting, it would be most helpful if you
include the reasoning behind your position or recommendation.

IL. PROPOSED AMENDMENTS

A. Overview

Cybersecurity risks and incidents can impact the financial performance or position of a
company. Consistent, comparable, and decision-useful disclosures regarding a registrant’s
cybersecurity risk management, strategy, and governance practices, as well as a registrant’s
response to material cybersecurity incidents, would allow investors to understand such risks and
incidents, evaluate a registrant’s risk management and governance practices regarding those
risks, and better inform their investment and voting